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1
Decision/action requested

It is proposed to approve the key issue
2
References
[1]
S3-235089: New SID on enablers for Zero Trust Security
[2]
OWASP Top10 API Security Risks: https://owasp.org/API-Security/editions/2023/en/0x11-t10/
3
Rationale

The study item approved in [1] has two WTs as part of the objectives. WT1 is about identifying which data may be relevant to be exposed for security evaluation and monitoring of 5G SBA layer. The data required to be exposed may be classified as security logs, security alarms, security counters and security KPIs.
For 5G SBA layer, some API security risks are known. For example, API spoofing, reverse engineering attack, etc.. [2] lists OWASP top 10 API security risks. This contribution proposes exposure of security data to evaluate and monitor such network level attacks. Also, in order to support automated security evaluation and monitoring, the proposal also includes a structure for different kinds of security data which can be exposed.
4
Detailed proposal

*** 1st CHANGE ***

5
Security Analysis and Considerations 
This clause contains security analysis and considerations as applicable for each of the work tasks.
5.1
Data exposure for security evaluation and monitoring

5.1.X
Data exposure Use Case #X: <Security data exposure for API security risks on 5G SBA layer>
5.1.X.1
Description

Following clauses provide examples of data which can be exposed to detect potential attacks performed on various APIs exposed by NFs in SBA layer. Here, the examples are considering the OWASP top 10 API security risks as a reference from [2]. However, other API security risks like reverse engineering, API spoofing, etc. can also be considered and relevant data can be exposed for security monitoring and evaluation.
The security data should be exposed so that any exploitation of such risks should be detected by security evaluation and monitoring systems. In this study, the aim is to identify what data should be exposed for such risks.
Brief descriptions of API security risks is as follows.
· API1:2023 - Broken Object Level Authorization: Attackers can exploit API endpoints that are vulnerable to broken object-level authorization by manipulating the ID of an object that is sent within the request. Object IDs can be anything from sequential integers, UUIDs, or generic strings.
· API2:2023 – Broken Authentication: The authentication mechanism is an easy target for attackers since it's exposed to everyone. Authentication endpoints and flows are assets that need to be protected.
· API3:2023 - Broken Object Property Level Authorization: If APIs expose endpoints which return all object’s properties, especially for REST APIs, these properties can be misused to break the object property level authorization. When allowing a user to access an object using an API endpoint, it is important to validate that the user has access to the specific object properties they are trying to access.
· API4:2023 – Unrestricted Resource Consumption: Multiple concurrent requests can be performed from a single local computer or by using cloud computing resources. Most of the automated tools available are designed to cause DoS via high loads of traffic, impacting APIs’ service rate.
· API5:2023 - Broken Function Level Authorization: The best way to find broken function level authorization issues is to perform a deep analysis of the authorization mechanism while keeping in mind the user hierarchy, different roles or groups in the application. Exploitation requires the attacker to send legitimate API calls to an API endpoint that they should not have access to as anonymous users or regular, non-privileged users.
· API6:2023 – Unrestricted Access to Sensitive Business Flows: When creating an API Endpoint, it is important to understand which business flow it exposes. Some business flows are more sensitive than others, in the sense that excessive access to them may harm the business. For example, in wireless telecom networks, charging (or billing) related business flows can be considered more sensitive for business. Exploitation usually involves understanding the business model backed by the API, finding sensitive business flows, and automating access to these flows, causing harm to the business.
· API7:2023 - Server Side Request Forgery: Server-Side Request Forgery (SSRF) flaws can occur when an API is fetching a remote resource without validating the user-supplied URI. In general, basic SSRF (when the response is returned to the attacker), is easier to exploit than Blind SSRF in which the attacker has no feedback on whether or not the attack was successful.
· API8:2023 – Security Misconfiguration: APIs and the systems supporting them typically contain complex configurations, meant to make the APIs more customizable. Security misconfigurations not only expose sensitive user data, but also system details that can lead to full server compromise.
· API9:2023 - Improper Inventory Management: Threat agents can get unauthorized access through old API versions or endpoints left running unpatched and using weaker security requirements. Attackers can gain access to sensitive data, or even take over the server. Sometimes different API versions/deployments are connected to the same database with real data.
· API10:2023 - Unsafe Consumption of APIs: Developers tend to trust data received from third-party APIs more than user input. This is especially true for APIs offered by well-known companies. Because of that, developers tend to adopt weaker security standards, for instance, in regards to input validation and sanitization. Successful exploitation may lead to sensitive information exposure to unauthorized actors, many kinds of injections, or denial of service.
· Reverse engineering attacks using APIs: Attackers can attempt to call APIs in a revserse order than the good scenario. If the APIs are not designed to handle such error scenarios, it is likely that sensitive data is revealed in error responses. It is important to detect attackers attempting such attacks.
· API Spoofing: In this kind of attacks, attackers attempt to portray themselves as a trusted user in order to pivot to additional users, allowing them free access to data and the ability to deal more damage without being readily discovered. These attacks often use data discovered through phishing or other such credential leaks in order to prevent other alarms, such as those found in reverse engineering, from going off.
· Man-in-the-middle attacks: In this kind of attacks, attackers act as if they are some trusted link in the API chain, intercepting data either for morphing or offloading.
· Replay attacks: In such attacks, attacker is rewinding time by replaying some data exchanged with APIs and forcing the server to divulge data as if the same interaction is occurring once more.
5.1.X.2
Data to be exposed
Below table describes the data which can be exposed to detect the security risks and attacks described above. NOTE that these can be more details included in different implementations. A unique ID is suggested here to make the security data more structured and good for automated security analysis implementations.
	API Security Risk / Attack
	Data to be exposed to detect such security risks / attacks
	Unique ID

	API1:2023 - Broken Object Level Authorization
	Source NF ID, Destination NF ID, targetted object, authorization failure reason
	API_OWASP2023_1

	API2:2023 - Broken Authentication
	User ID, Time of last successful authentication, time when user ID was locked, captcha flag if present
	API_OWASP2023_2

	API3:2023 - Broken Object Property Level Authorization
	Source NF ID, Destination NF ID, targetted object, authorization failure reason
	API_OWASP2023_3

	API4:2023 - Unrestricted Resource Consumption
	Affected NF ID, number of instances of this NF ID, peak CPU usage, average CPU usage, peak number of instances, average number of instances
	API_OWASP2023_4

	API5:2023 - Broken Function Level Authorization
	Source NF ID, Destination NF ID, authorization failure reason
	API_OWASP2023_5

	API6:2023 - Unrestricted Access to Sensitive Business Flows
	Affected NF ID, access type, number of tokens reused, business flow criticality
	API_OWASP2023_6

	API7:2023 - Server Side Request Forgery
	3rd party URI, data fetched from 3rd party, NF ID
	API_OWASP2023_7

	API8:2023 - Security Misconfiguration
	Unauthorized access to configuration
	API_OWASP2023_8

	API9:2023 - Improper Inventory Management
	Number of old versions exiting for each NF and version numbers
	API_OWASP2023_9

	API10:2023 - Unsafe Consumption of APIs
	3rd party URI, data fetched from 3rd party, NF ID
	API_OWASP2023_10

	Reverse Engineering Attacks
	Out-of-order API calls detected
	API_REV_ENG_ATTACK

	API Spoofing attacks
	Unauthorized user access attempted
	API_SPOOFING_ATTACK

	Man-in-the-middle attacks
	Latency related data
	API_MITM_ATTACK

	Replay attacks
	Token reuse, expired token usage, repeated message numbers, source NF IDs for such attempts.
	API_REPLAY_ATTACK


Below are some examples showing different kinds of data which can be exposed.
Security Logs: The logs can provide information about the kind of API security risk identified using keywords which can enable faster and automated analysis. Following are some examples of such logs which can be exposed:

For API1:2023 Broken Object Level Authorization from [2], following information can be included in a security log:

· Log event descriptiosn: “Broken Object Level Authorization”

· Instead, a log event ID may also be used: Example: API_OWASP2023_1

· NF ID attempting access to an object

· Requested action on the object

· Object ID (optional)

For API2:2023 Broken Authentication from [2], following information can be included in a security log:

· Log event description: “Broken API authentication”

· Instead, a log event ID may also be used: Example: API_OWASP2023_2

· User ID 

· Time of last successful authentication from same user

· Time when this user ID was locked

· Captcha present flag (BOOLEAN, Optional)
Security Alarms: Relevant threshold mentioned in below examples can be configured by the operators. Following can be examples of security alarms which can be raised for API related security risks:

· Multiple simultaneous API access requests detected above threshold.

· Such alarm can help indicate a possible API4:2023 Unrestricted Resource Consumption [2] which can lead to DoS attacks.

· Detected usage of known vulnerability exploit.

· Such alarm can help indicate a possible risk like API8:2023 Security Misconfiguration
· Number of invalid tokens used for authentication exceeded threshold.

· Such alarms can help detect a potential brute-force attack
Security counters and KPIs (security metrics): Examples in below table.
	Security Metric Name
	Description
	Attack

	NUM_API_INVOCATIONS
	Total number of API invocations in the periodic collection interval. This can be useful for deriving some security KPIs and events related to number of API invocations.
	DoS attack, API4:2023 - Unrestricted Resource Consumption

	OUT_OF_SEQUENCE_API
	Number of times out-of-sequence API is invoked in the collection interval
	Reverse Engineering

	UNAUTH_API_USER
	Number of times an un-authorized user invoked an API
	API Spoofing

	SESSION_TOKEN_REUSE
	Number of times session tokens are reused
	Session Replay

	AVG_API_LATENCY
	This is measured by a NF invoking APIs towards other NFs. The average time taken for a NF to respond for certain API invocation is recorded here. Anomalies detected in this can indicate Man-in-the-middle attacks. In advanced security solutions, models can be trained for normal average API latencies and sequence of APIs.
	Man-in-the-middle


*** END OF 1st CHANGE***

